
Schlumberger-Public

MODERN MALWARE, MODERN 
DEFENSES AND PROTECTION

Mario Chiock, CISSP, CISM, CISA

chiock@slb.com



Schlumberger-Public

TAKEAWAYS
•Current Cybersecurity Landscape 

•Recent data breaches / incidents

•Executive Order 13636 / Cybersecurity Framework

•Strategies to better protect the Oil & Gas industry
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LIFE CYCLE OF A MODERN ATTACK
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FIND TARGETS

• Google

• Wikipedia

• Zabasearch

• Shodam

• Robtex

• ZoomInfo

• Facebook

• Tweeter

• LinkedIn

• Yelp

• Google+

• Pinterest
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STEP ONE : BAIT AN END USER

•Use a Zero Day exploit

•Spear Phishing

•Social Media
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STEP TWO : EXPLOIT A VULNERABILITY
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STEP THREE: DOWNLOAD A BACKDOOR
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PEER – TO – PEER BOTNET
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WHACK-A-MOLE SECURITY
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ACTORS USING EXPLOSIONS IN BOSTON AS A LURE 
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MOST COMMON TYPES OF CYBER ATTACKS
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DATA BREACHES
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SAUDI ARAMCO - SHAMOON

• 30,000 machines

• Insider Exploiting privilege 
account

• Use of default passwords

• Use of share accounts
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MALWARE THREATENING OFFSHORE RIG SECURITY
http://fuelfix.com/blog/2013/02/25/malware-on-oil-rig-computers-raises-security-fears/



Schlumberger-Public

OTHER CYBER ATTACK TO OIL & GAS
http://www.houstonchronicle.com/business/energy/article/Malware-on-oil-rig-computers-raises-security-fears-4301773.php

http://www.computerweekly.com/news/1280095257/Exxon-Shell-BP-hacked-in-Night-Dragon-attacks
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HACKERS BREAK INTO CORPORATE SYSTEMS THROUGH 
VENDING MACHINES AND ONLINE RESTAURANT MENUS

http://www.allgov.com/news/unusual-news/hackers-break-into-corporate-systems-through-vending-machines-and-online-restaurant-menus-140409?news=852874
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PHISHING STILL HOOKS ENERGY WORKERS
http://fuelfix.com/blog/2013/12/22/phishing-still-hooks-energy-workers/
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INSURERS WON’T COVER ENERGY COMPANIES 
BECAUSE THEIR CYBERSECURITY IS TOO WEAK

• http://it-lex.org/insurers-wont-cover-energy-companies-cybersecurity-weak/
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EXECUTIVE ORDER 13636
• Executive Order 13636

• Improving Critical Infrastructure Cybersecurity 

• Presidential Policy Directive (PPD)-21

• Critical Infrastructure Security and Resilience

• NIST - Cybersecurity Framework (the Framework) 

• DHS - The Critical Infrastructure Cyber Community – C3

• C2M2 - Cybersecurity Capability Maturity Model
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EXECUTIVE ORDER -- IMPROVING CRITICAL INFRASTRUCTURE 
CYBERSECURITY ( FEBRUARY 12, 2013)

• Calls for improved cybersecurity

• Critical Infrastructure – Systems & Assets/ Virtual or Physical that could impact 
national security – Calls to enhance resiliency

• Policy Coordination – Follow Presidential Policy Directive 1 ( PPD1) of Feb. 13, 2009

• Cybersecurity Information Sharing – ISAC’s

• Privacy and Civil Liberties Protections –

• Consultative Process – The Secretary shall establish a consultative process to 
coordinate improvements to the cybersecurity of Critical Infrastructure.

• Baseline Framework to Reduce Cyber Risk to Critical Infrastructure –

• Voluntary Critical Infrastructure Cybersecurity Program.

• Identification of Critical Infrastructure at Greatest Risk.

• Adoption of Framework
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PRESIDENTIAL POLICY DIRECTIVE/PPD-21 
CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

1. Refine and clarify functional relationships across the Federal Government to 
advance the national unity of effort to strengthen critical infrastructure 
security and resilience; 

2. Enable effective information exchange by identifying baseline data and 
systems requirements for the Federal Government; and 

3. Implement an integration and analysis function to inform planning and 
operations decisions regarding critical infrastructure. 
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NIST CYBERSECURITY FRAMEWORK
HTTP://WWW.NIST.GOV/CYBERFRAMEWORK/
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NIST CYBERSECURITY FRAMEWORK

AM
BE
GV
RA
RM
AC
AT
DS
IP
PT
AE
CM
DP
CO
AN
MI
IM
RP
IM
CO

Function
Unique

Identifier 

Function
Category
Unique

Identifier

Category

Identify

Asset Management
Business Environment
Governance
Risk Assessment
Risk Management

Protect

Detect

Respond

Recover

ID

PR

DE

RS

RC

Access Control
Awareness and Training
Data Security
Information Protection Processes and Procedures
Protective Technology
Anamolies and Events
Security Continuous Monitoring
Detection Processes
Communications
Analysis
Mitigation
Improvements
Recovery Planning
Improvements
Communications
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		Function
Unique
Identifier 		Function		Category
Unique
Identifier		Category





		ID		Identify		AM		Asset Management

						BE		Business Environment

						GV		Governance

						RA		Risk Assessment

						RM		Risk Management

		PR		Protect		AC		Access Control

						AT		Awareness and Training

						DS		Data Security

						IP		Information Protection Processes and Procedures

						PT		Protective Technology

		DE		Detect		AE		Anamolies and Events

						CM		Security Continuous Monitoring

						DP		Detection Processes

		RS		Respond		CO		Communications

						AN		Analysis

						MI		Mitigation

						IM		Improvements

		RC		Recover		RP		Recovery Planning

						IM		Improvements

						CO		Communications
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DHS - THE CRITICAL INFRASTRUCTURE 
CYBER COMMUNITY – C3
HTTP://WWW.US-CERT.GOV/CCUBEDVP
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CYBERSECURITY CAPABILITY MATURITY MODEL
HTTP://ENERGY.GOV/OE/CYBERSECURITY-CAPABILITY-MATURITY-MODEL-C2M2
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STRATEGIES TO BETTER PROTECT THE 
OIL & GAS INDUSTRY

• Upgrade defenses with next-generation tools

• Layer protection base on need (example segment ICS from corporate network)

• Protect your data at rest ( HD Encryption / Digital Rights Management )

• Use Multi Factor authentication - Passwords alone no longer secure

• Invest on Preparedness

• Join the ONG-ISAC

• Manage Privilege access
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QUICK LOW COST SOLUTIONS & COUNTERMEASURES

• Remove Privilege access from users

• DNS sinkhole (http://handlers.sans.edu/gbruneau/sinkhole.htm )

• Enable UAC ( User Account Control ) to max

• Enable / use AppLocker

• Block execution of tools like PsExec, PsLoggedOn, PsService & PsInfo

• Browser Check (https://browsercheck.qualys.com )

• SNORT (http://www.snort.org )

• Implement SPF (Sender Policy Framework - http://www.openspf.org ) 

http://handlers.sans.edu/gbruneau/sinkhole.htm
https://browsercheck.qualys.com/
http://www.snort.org/
http://www.openspf.org/
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WHAT ELSE CAN WE DO ?
• Use Application white listing ( Antivirus is not effective )

• Careful with your 3rd Party

• User Next-Generation tools ( NGFW – Next-Gent Threat prevention )

• Phishing – Social Engineering

• Invest in Preparedness First, Training & Awareness, Prevention

• Encrypt your Hard Drive

• Use Data Centric protection (Digital Rights Management)

• Watermark & Fingerprint highly sensitive documents
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USEFUL ORGANIZATIONS TO JOIN

• InfraGard – https://www.infragard.org/

• ISSA – http://www.issa.org/

• ISACA – https://www.isaca.org

• ICS-CERT

• US-CERT

• STOP-Think-Connect (http://www.dhs.gov/stopthinkconnect)

https://www.isaca.org/
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Questions ?
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WATCH OUT FOR

• Mobile devices malware

• Industrial controls Systems 

• Automation equipment (Drilling Automation)

• Vehicles

• Internet of things

• Medical devices
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