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LIFE CYCLE OF A MODERN ATTACK
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EXPLOIT IPAA

INDEPENDENT PETROLEUM

ASSOCIATION OF AMERICA
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botmaster Servent bots
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Client bots
™

From centralized botnet to hybrid peer-to-peer botnet
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IPAA
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If you did click— you are taken to a page with a number of embedded youtube videos: '

As well as an iframe to an compromised site hosting a standard java/flash/PDF Swiss-army —style exploit kit :

<iframe width="&640" height="360"

<fi1frame>

<itframe width="640" height="360"
src="hurp://www.youtube.com/embed/HiMx5qgbgeNo®>
</ frame>

<iframe width="&640" height="3&60"
sro="hTitp://wWWY.youtube.com/embed/ VO QEWUCE">
</iframe>

<iframe width="640" height="3&0"
sro="hotp://www.youtube . com/embed/RIEHnpHAZpFow"™ >
</ i frame>

<iframe width="&640" height="360"
Arce="hLth: /v .. youtute . conyembed/ 1O IDyT -8
<fiframe>

<iframe width="&40" height="3&0"
sro="hetp://poedesires.con/hoig.html™>
X7 LT ames

STOo="hTtpa /) wvW.youtube . cony embed,/ V4 ENuDIipYJg™>

Pcdesries.com should be DNS Sinkhole
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1y —style exploit kit :




PHISHING AND SOCIAL ENGINEERING

DENIAL OF SERVICE AND BOTNETS

ADVANCED MALWARE / ZERD DAY ATTACKS

TRADITIONAL VIRUSES AND MALWARE

COMPROMISED DEVICES

MALICIOUS INSIDER

APPLICATION-LEVEL ATTACKS

WEB-BASED ATTACK

V..
MOST COMMON TYPES OF CYBER ATTACKS |PAAW
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DATA BREACHES

INDEPEMDENT PETROLEUM
ASEQCIATION OF AMERICA
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SAUDI ARAMCO - SHAMOON oEsEuENT pETROLEUM

4 Saudi Aramco hug, another one

BY: A GUEST ON AUG 27TH, 2012 | SYNTAM: NONE | SIZE: 119 KB | HITS: 33,071 | EXPIRES: NEVER
DOWHMNLOAD | RAW | EMEED | REPORT ABUSE | PRINT

@

]

® 30,000 machines

mon 29th aug, good day, SHN/AMOO/Llib/pr/~/reversed

. I od E I 01_0 ° OI We think it's funny and weird that there are no news coming out from Saudi Aramco regarding Saturday's night. well, we expect that but
nSI er Xp OI Ing prIVI ege just te make it more clear and prove that we're done with we promised, just read the following facts -valuable ones- about the
company's systems:

- internet service routers are three and their info as follows:

Core router:  SA-AR-CO-1# password (telnet): clsc@p@ss-ar-cr-tl / (enable): clscBp@ss-ar-cr-bl

2l|gng-18biaquinyds

Backup router: SA-AR-CO-3% password (telnet): clsc@p@ss-ar-bk-tl / (enable): clsc@p@ss-ar-bk-bl

O o Use Of dequIT pCISSWOI'dS Middle router: SA-AR-CO-2% password (telnet): clsc@p@ss-ar-st-tl / (enable): clsc@p@ss-ar-st-bl

- Khalid A. Al-Falih, CEO, email info as follows:
Khalid.falih@aramco.com password: kal@ram@saldos

- security appliances used:

Cisco ASA # McAfee #  FireEye

We think and truly believe that our mission i1s done and we need no more time to waste. I guess it's time for SA to yell and release

something to the public. however, silence is no solution.

I hope vou enjoved that. and wait our final paste regarding SHN/AMOO/1lib/pr/~

angry internet lovers
£5H
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MALWARE THREATENING OFFSHORE RIG SECURITY IPAA

INDEPENDENT PETROLEUM

http:/ /fuelfix.com /blog /2013 /02/25 /malware-on-oil-rig-computers-raises-security-fears/ AssaciaTion o8 SEEEE

fueIZfix

Powered by SHZMHILL.

Malware threatening offshore rig security

Posted on February 25, 2013 at 7201 am by Zain Shauk in Crude oil, Offshore

Malicious software unintentionally downloaded by offshore
il woarkers has incapacitated computer networks on some
rigs and platforms, exposing gaps in security that could
pose serious risks to people and the environment,
cybersecurity professionals told FuelFix.
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The warst-case scenario could be catastrophic: A
malfunctioning rig and safety systems could cause a well
blowout, explosion, oil spill and lost human lives, experts
said.

Some of the infected files — from online sources featuring
pornography or music piracy, for examiple — have been
downloaded directly through satellite connections. But
aother malware was brought aboard on laptops and LISB
drives that were infected on land.

Chewron's Genesis platform is shown in the Gulf of Mexico. |

. . . Fhotolhary Altaffer)
Companies can go a long way toward protecting their v !

netwaorks by keeping software up to date and taking other
Cvbrer-security measyyes. But some have been reluctant to invest in such services and remain
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VMlalware on o0il rig computers raises Thursday 24 February 2011 09:19 e o =" B 0 [ shere| B3 2 1) 0 [wTweet|[3
security fears

Exxon Mobil, Royal Dutch Shell and BP were among the oil companies targeted by hackers
working through internet servers in China, say US reports.

IT security firm McAfee reported on 10 February that the attacks had resulted in the loss of
project-financing information relating to oil and gas field bids and operations.

McAfee said the attacks started in
Movember 2009, but it did not identify the
oil companies that were affected.

"We have identified the tools, techniques,
and network activities used in these
continuing attacks, which we have dubbed
"Might Dragon,"” as originating primarily in
China,” McAfee said.

2l|gng-18biaquinyds

O 31 August 2012 Last updated at 056-10 ET El ==&

Computer virus hits second energy firm

Computer systems at energy firm RasGas = = .'. =2 i
have been taken offline by a computer - | i
wvirus only days after a similar attack on oil
giant Aramco.

The hacked companies also include

Marathon Qil, ConocoPhillips and Baker
Hughes, according to Bloomberg, citing
company sources and investigators who
asked not to be identified because of the confidential nature of the matter.

The attacks come as security experis warn of
efforts by malicious hackers to target the oil and
energy industry_

The attack forced the Qatar-based RasGas firm
1o shut down its website and email systems._

= ——— =
Oil and energy firms are being targeted by a
destructive virus say security researchers

In some of the cases, hackers had undetected access to company networks for more than a
yvear, according to Greg Hoglund, chief executive officer of security firmn HBGary, which
investigated some of the security breaches at oil companies.

RasGas, one of the world's largest producers of
liquid petroleum gas. said production was not hit by the attack. Related Stories

The company said it spotted the "unknown virus" earlier this week and

. - - Oil giant recovers
took deskitop computers, email and web servers offline as it cleaned up. 9

from net virus

The report comes only days after Saudi Arabia's Aramco revealed it had :ﬁ:’;;;'::;i’flem
e T e eaaodo oTTts Legal information, information on deals and financial information are all things that appear
computers. The cyber- assault on Aramco also only hit desktop US probes power

computers rather than operational plant and machinery. plant ‘backdoor’ AT et = = he coid ibim - . H Sp' ) T

Both attacks come in the wake of alerts issued by security firms about a
virus called "Shamoon” or "Disstrack” that specifically targets companies
pe oil apd enecs SOl S

hitp://www.computerweekly.com/news/1280095257 /Exxon-Shell-BP-hacked-in-Night-Dragon-attacks



HACKERS BREAK INTO CORPORATE SYSTEMS THROUGH
VENDING MACHINES AND ONLINE RESTAURANT MENUS

INDEPEMDENT PETROLEUM
ASSOCIATION OF AMERICA

http://www.allgov.com/news/unusual-news/hackers-break-into-corporate-systems-through-vending-machines-and-online-restaurant-menus-140409?news=852874

With firewalls ever more difficult to breach, hackers have found other ways to sneak into

protected computer systems, even those involving restaurant menus and soda machines.

When an emplovee uses his ar her company computer to arder food through an online menu,
they can open up a cyber door for intruders to slip through and gain access to the local network
of servers.

That’s what happened to one unidentified oil company, The New York Times reported, when
hackers attached malware to an online menu belonging to a Chinese restaurant frequented by
the oil firm's employvees. Simply browsing the menu resulted in the malicious code downloading

into the user’s computer and on to others at the corporation.

o, wAREAY (AP photao) Yending machines set up in company break rooms also can provide a backdoor into a supposedly

secure network. Many such machines contain minicomputers that allow the vendor to remotely
check on the supplies of soft drinks. But the same system can be utilized bv hackers to infiltrate the computers of the company hosting
the vending machines.

Printers, thermostats and videoconferencing equipment can also be vulnerable to intruders.

Im other cases, hackers break in through a third-party’s computer svstem, such as those providing heating and air conditioning at an
office. This happened to retailer Target, which had its payment card system breached, potentally costing the company up to 5420 million
in losses plus 5100 million to upgrade its swstem.

The third-party contractors usually don’t have as a secure a computer network as their higher-end clients, yet in order to conduct
business, those clients often allow the contractors access into their secure system. Piggvbacking onto those more accessible third
parties allows the hackers inside their primary targets’ networks.

Hackers Break into Corporate Systems through Vending Machines and Online Restaurant Menus

Top Stories
Unusual News
Where is the Money Goir

Controversies
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PHISHING STILL HOOKS ENERGY WORKERS

INDEPENDENT PETROLEUM

http: / /fuelfix.com /blog /2013 /12/22 /phishing-still-hooks-energy-workers/ -

fueIZfix

CHZN
Powsered by m,mH““L'

Phishing still hooks energy workers

FPosted on December 22, 2013 at 62340 am by Zain Shauwuk in Premiam, Safetyl/Security

HOUSTOM — The largest energy companies want their
workers to stop clicking on links to cute cat photos.

2l|gnd-Jablaquin|yds

Such emailed links are among the leading ways that
hackers gain access to energy comppany systems — a trick
kEnown as phishing, with the potential for breaches that
could lead to huge thefits of data, or even physical damage.

Phishing attackers try to get computer users to click on a
limk or download an attachment in an email that allows
hackers to enter their systems.

HACKERS
AHEAD

In their latest counterattack, Schlumberger, Shell and other
major plavers in the energy sector have been sending their
employees fake phishing emails.

Unforunately for many companies, employees are easily
coaxed into clicking on bad links, said Jim Hansen,

executive vice president for PhishiMe, which specializes in
phishing risks.

[Fotolis for Frances)

“Something as foolish as silly pictures of cats,” Hansen

said. “You thin g gt going to happen. It always happens

L
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INSURERS WON'T COVER ENERGY COMPANIES ~ |PAA
BECAUSE THEIR CYBERSECURITY IS TOO WEAK

® http:/ /it-lex.org /insurers-wont-cover-energy-companies-cybersecurity-weak /

1L L eDiscovery » Fe%
m o= I e X IT-Lex Technology Lay
3 : o Eschewing tech law obfuscation to enlighten B,

HOME - DATA BREACHES - INSURERS WON'T COVER ENERGY COMPANIES BECAUSE
THEIR CYBERSECURITY IS TOO WEAK

211qnd-1aB1aquiniyas

Insurers Won't Cover Energy Companies
Because Their Cybersecurity Is Too Weak

Date posted: March 20, 2014 | Posted in Data Breaches, Hacking, Security | O
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EXECUTIVE ORDER 13636 IPAA

INDEPENDENT PETROLEUM
AAAAAAAAAAAAAAAAAAAA

® Executive Order 13636

® Improving Ciritical Infrastructure Cybersecurity

® Presidential Policy Directive (PPD)-21

® Critical Infrastructure Security and Resilience

2l|gnd-Jablaquin|yds

® NIST - Cybersecurity Framework (the Framework)

® DHS - The Critical Infrastructure Cyber Community — C3 e

oy M2 - Cybersecurity Capability Maturity Model




EXECUTIVE ORDER -- IMPROVING CRITICAL INFRASTRUCTURE IPM
CYBERSECURITY ( FEBRUARY 12, 2013) mosreosir e

.Baseline Framework to Reduce Cyber Risk to Critical I. i

ASSOCIATION OF AMERICA

Calls for improved cybersecurity

Critical Infrastructure — Systems & Assets/ Virtual or Physical that could impact
national security — Calls to enhance resiliency

Policy Coordination — Follow Presidential Policy Directive 1 ( PPD1) of Feb. 13, 2009
Cybersecurity Information Sharing — ISAC’s 4

Privacy and Civil Liberties Protections —

211qnd-1aB1aquiniyas

Consultative Process — The Secretary shall establish a consultative proces:
coordinate improvements to the cybersecurity of Critical Infrastructt e

untary Critical Infrastructure Cybersecuri
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PRESIDENTIAL POLICY DIRECTIVE/PPD-21 IPAA

INDEPEMDENT PETROLEUM

CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE ~ "

1. Refine and clarify functional relationships across the Federal Government to
advance the national unity of effort to strengthen critical infrastructure

security and resilience;

2l|gnd-Jablaquin|yds

2. Enable effective information exchange by identifying baseline data an

systems requirements for the Federal Government; and

9. Implement an integration and analysis function to inform

srations decisions regarding critical infrastructt




NIST CYBERSECURITY FRAMEWORK
HTTP:/ /WWW.NIST.GOV /CYBERFRAMEWORK /

INDEPENDENT PETROLEUM
ASSOCIATION OF AMERICA

NIST Time | NIST Home | About NIST | Contact Us | A-Z Site Index

Cybersecurity Framework ‘é A

About The Framewark ¥  RFI Events

MIST Home = Cybersecurity Framewaork

Quuick Links

Executive Order 13636

Cybersecurity Framework (PDF)
Cybersecurity Framework (EPUB)

EPUB Help

2l|gnd-Jablaquin|yds

Roadmap (PDF)

1

3 N "
Cybersecurity Framework Core st _ : \\.\‘;\

i 3 o -\“"

)
(Excel £ 2=
..--"-:r:r' .

Alternative View: Appendix A —
Framework Core Informative Executive Order 13636: Cybersecunty Framework
References (PDF)

Welcome

Contact Recognizing that the national and economic security of the United States depends on the reliable

General Comments and Questions functioning of critical infrastructure, the President issued Executive Order 13636, Improving Critical
Infrastructure Cybersecurity, in February 2013. It directed NIST to work with stakeholders to develop a
voluntary framework — based on existing standards, guidelines, and practices - for reducing cvber risks
to critical infrastructure.

Additional Information

+ Status Updates




NIST CYBERSECURITY FRAMEWORK ——
Function Function category Category l PM

Unlque Unlque INDEPEMBENT PETROLEUM
. o . e ASSOCIATION OF AMERICA
Identifier Identifier

AM Asset Management
BE Business Environment
Identify GV Governance
RA Risk Assessment
RM Risk Management
AC Access Control §
AT Awareness and Training %
Protect DS Data Security i
IP Information Protection Processes and Procedures g
PT Protective Technology o
AE Anamolies and Events
DE Detect CM Security Continuous Monitoring
DP Detection Processes
CcoO Communications
AN Analysis
Ml  [Mitigation
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		Function
Unique
Identifier 		Function		Category
Unique
Identifier		Category





		ID		Identify		AM		Asset Management

						BE		Business Environment

						GV		Governance

						RA		Risk Assessment

						RM		Risk Management

		PR		Protect		AC		Access Control

						AT		Awareness and Training

						DS		Data Security

						IP		Information Protection Processes and Procedures

						PT		Protective Technology

		DE		Detect		AE		Anamolies and Events

						CM		Security Continuous Monitoring

						DP		Detection Processes

		RS		Respond		CO		Communications

						AN		Analysis

						MI		Mitigation

						IM		Improvements

		RC		Recover		RP		Recovery Planning

						IM		Improvements

						CO		Communications






DHS - THE CRITICAL INFRASTRUCTURE IPM
CYBER COMMUNITY - C3 moEsEDENT pETROLEUN

HTTP://WWW.US-CERT.GOV/CCUBEDVP

—= Official website of the Department of Homeland Security

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM I e

HOME ABOUT US PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES cGvp

Critical Infrastructure Cyber Critical Infrastructure Cyber Community Voluntary Program
Community Voluntary Program

As part of Executive Order (EOQ) 13636, the Department of Homeland Security (OHS) launched the Critical Infrastructure

211qnd-1aB1aquiniyas

About Cyber Community or C* {pronounced “C Cubed”} Voluntary Program to assist the enhancement of critical infrastructure

Getting Started cybersecurity and to encourage the au:lu_:uptiu:un of the Mational Institute of Standards and Technology's [NIST] Cybersecurity
Framework (the Framework), released in February 2014, The C* Voluntary Program was created to help improve the

Getting Started for Business resiliency of critical infrastructure's cybersecunty systems by supporting and promoting the use of the Framework. To

contact us, please email us at ccubedvp@hg.dhs.gov.
Getting 5tarted for Federal
Government The C* Voluntary Program Outreach and Messaging Kit includes informational materials provided in POF format for easy
rinting and/or electronic distribution to help educate stakeholders about the C® Woluntary Program.
Getting Started for SLTT printing P fyrrog

Government Access the C* Voluntary Program Outreach and Messaging Kit.

Self Service Tools .
On This Page:

About the C* Voluntary Program
C* Voluntary Program Activities




CYBERSECURITY CAPABILITY MATURITY MODEL

HTTP://ENERGY.GOV/OE/CYBERSECURITY-CAPABILITY-MATURITY-MODEL-C2M2

INDEPEMDENT PETROLEUM
ASSOCIATION OF AMERICA

OIL AND NATURAL GAS SUBSECTOR CYBERSECURITY CAPABILITY MATURITY
MODEL (ONG-C2M2)

The Ol and Natural Gas Subsector Cybersecunty Capability BMaturity Model (OMNG-C2M2) vwas
established as a result of the Administration's efforts to iIMmprove elactncity subsector
cybersecunty capabilities, and to understand the cybersecunty posture of the energy sector
The OMNGGOCZ2MNME2 nocludes the core C2M2 as well as additional reference matenal and
implementation guidance specifically tailored for the oil and natural gas subsector. The OMNICG-
C2M2 comprises a matunty model. an evaluation tool., and DOE- facilitated self-evaluations

The OMNG-CZ2M2Z2 provides a mechanmnism that helps organmnizations evaluate, pnonti=ze. and

L improve cybersecurity capabilities. The model is a common sat of industry-wetted

O 1 cybersecurity practices, grouped into ten domans and arranged according to maturty level
The OMNG-C2MZ evaluation tool allows organizations to evaluate their cybersecurity practices
against OMNG-C2MZ2 cybersecurity practices. Based on this companson, a Scord is assignad
for each domain. Scores can then be compared with a desired score, as deterrmined byw the
aorganization's risk tolarances for each domain

2l|gng-18biaquinyds

Facilitated self-evaluations provide organizations with an opportunity o conduct OMNG-C2MNM2
evaluations with the aid of expenenced facilitators i a one-day structured walk-through
Facilitators guide discussions,. answer questions. and clarify model concepts to increase the
accocuracy of an aevaluatiaon

The model is publicly available and can be used by any organization to enhance its
cybaersecurity capabilities. More information is availlable in the FACQs. For organization s
parformmaing self-assessmeants, a C2M2 Facilitators (uilde and C2M2 toolkit are availlakble
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STRATEGIES TO BETTER PROTECTTHE  1PAA

INDEPENDENT PETROLEUM

OIL & GAS INDUSTRY ~ Goweesms

® Upgrade defenses with next-generation tools
® Layer protection base on need (example segment ICS from corporate ne’rwork)_--

® Protect your data at rest ( HD Encryption / Digital Rights Management )

2l|gnd-Jablaquin|yds

® Use Multi Factor authentication - Passwords alone no longer secure

® Invest on Preparedness
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QUICK LOW COST SOLUTIONS & COUNTERMEASURES IPM

INDEPENDENT PETROLEUM
AAAAAAAAAAAAAAAAAAAA

® Remove Privilege access from users

® DNS sinkhole (http://handlers.sans.edu/gbruneau/sinkhole.htm )

® Enable UAC ( User Account Control ) to max

® Enable / use Applocker

2l|gnd-Jablaquin|yds

® Block execution of tools like PsExec, PsLoggedOn, PsService & Psinfo

® Browser Check (https://browsercheck.qualys.com )

~ ® SNORT (http://www.snort.org )



http://handlers.sans.edu/gbruneau/sinkhole.htm
https://browsercheck.qualys.com/
http://www.snort.org/
http://www.openspf.org/

.
WHAT ELSE CAN WE DO 2 IPAA

INDEPENDENT PETROLEUM
AAAAAAAAAAAAAAAAAAAA

® Use Application white listing ( Antivirus is not effective )

® Careful with your 3™ Party
® User Next-Generation tools ( NGFW — Next-Gent Threat prevention )

® Phishing — Social Engineering

2l|gnd-Jablaquin|yds

® Invest in Preparedness First, Training & Awareness, Prevention

~ ® Encrypt your Hard Drive

Data Centric protection (Digital Rights Manager




PA

INDEPENDENT PETROLEUM
AAAAAAAAAAAAAAAAAAAA

USEFUL ORGANIZATIONS TO JOIN

® InfraGard — https:/ /www.infragard.org/

® |SSA — http://www.issa.org/

2l|gnd-Jablaquin|yds

® |SACA — https://www.isaca.org

® ICS-CERT



https://www.isaca.org/

Schlumberger-Public
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WATCH OUT FOR IPAA

INDEPEMDENT PETROLEUM
ASSOCIATION OF AMERICA

®* Mobile devices malware

® Industrial controls Systems
®* Automation equipment (Drilling Automation)

® Vehicles

2l|gnd-Jablaquin|yds

® Internet of things

~ * Medical devices
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